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[bookmark: _Toc227830618]2.0 Introduction

From 19th June 2026, data controllers are required under the Data (Use and Access) Act 2025 (DUAA) to have a process in place to handle data protection complaints. Under the recently added Section 164a of the Data Protection Act (DPA) 2018, individuals are entitled to raise complaints where they believe there has been an infringement of the UK GDPR. This procedure sets out how Courthouse Medical Centre manages complaints relating to the processing of personal data, in accordance with:
· The Data (Use and Access) Act 2025 (DUAA)
· The UK General Data Protection Regulation (UK GDPR)
· The Data Protection Act (DPA) 2018
[bookmark: _Toc227830619]3.0 Purpose 

This document sets out the process for managing and responding to data protection complaints within the organisation.  It aims to ensure compliance with applicable legislation, promote transparency and ensure that complaints are handled consistently, fairly, and within required timeframes.
A data protection complaint is any concern raised by an individual about how the organisation has handled their personal data. A data protection complaint may arise when an individual believes that the organisation has not complied with data protection law, such as the UK GDPR or the Data Protection Act 2018, in the way it has collected, used, shared, stored, or protected their personal information.
Examples include (but are not limited to):
· The way the organisation has responded to a SAR, or any other Individual Rights request
· The security measures being used to store their personal data (e.g. where someone has been subject to a data breach)
· How personal data has been collected or used (e.g. where you store it, how long you have kept it or how accurate it is)
· Excessive data collection or retention
· Inaccurate, incomplete, or outdated personal data
· Unlawful or unfair processing
· Inappropriate sharing of personal data.
[bookmark: _Toc227830620]4.0 Scope

This procedure outlines the process that Courthouse Medical Centre has implemented to ensure that the organisation remains compliant in the way it receives, manages, investigates, and responds to data protection complaints received by the organisation in the course of its functions.
This includes all processing activities involving personal data, such as its collection, access, recording, storage, use, sharing, retention, and disposal, in both electronic and paper formats. This also includes the processing of special category data, including health information.
This procedure may operate alongside Courthouse Medical Centre’s Complaint’s Policy, however data protection matters will be managed in accordance with this specialist procedure.
[bookmark: _Toc227830621]5.0 Roles and Responsibilities 

[bookmark: _Toc227830622]5.1 Senior Responsible Person 

The Senior Responsible Person within Courthouse Medical Centre is responsible for ensuring the highest level of organisational commitment to this procedure and the availability of resources to support its implementation. 
Where appropriate, the Senior Responsible Person may delegate specific tasks to other individuals who have responsibility for handling complaints within the organisation.
[bookmark: _Toc227830623]5.2 Information Governance Lead

The Information Governance (IG) Lead for Courthouse Medical Centre is responsible for liaising with the Senior Responsible Person regarding data protection complaints received by the organisation. The IG Lead is also responsible for ensuring all staff are familiar with the procedure by having suitable access to this document and monitoring compliance against this procedure. 
[bookmark: _Toc227830624]5.3 Data Protection Officer 

[bookmark: _Toc183422098][bookmark: _Toc227830625]The Data Protection Officer (DPO) will provide independent risk-based advice to support the organisation in its decision making. 
[bookmark: _Toc183422099][bookmark: _Toc227830626]The DPO can provide advice on: 
· [bookmark: _Toc227830627]What constitutes a data protection complaint 
· [bookmark: _Toc227830628]Actions required to ensure the organisation remains transparent with their patients
· Provide guidance on complaint responses.
[bookmark: _Toc183422102][bookmark: _Toc227830629]The Data Protection Officer for Courthouse Medical Centre is the Digital Health and Care Wales (DHCW) Data Protection Officer Support Service. 

[bookmark: _Toc183422103][bookmark: _Toc227830630]The DPO can be contacted by emailing DPOService@wales.nhs.uk. 

[bookmark: _Toc227830631]5.4 All Staff

All staff have a responsibility to familiarise themselves the organisation’s Data Protection Complaints procedure.
All staff must be able to recognise potential data protection complaints and escalate them appropriately to the responsible person within the organisation.
[bookmark: _Toc227830632]6.0 Procedure

6.1 Definition of a Data Protection Complaint
A data protection complaint is any concern raised by an individual about how Courthouse Medical Centre has handled their personal data. A data protection complaint may arise when an individual believes that the organisation has not complied with data protection law, such as the UK GDPR or the Data Protection Act 2018, in the way it has collected, used, shared, stored, or protected their personal information. 



  6.2 How Complaints Can Be Made
Individuals can make data protection complaints directly to the organisation. Examples of accessible ways for individuals to make a complaint could include:
· Online form 
· Email 
· Telephone 
· Post 
· In person 
Courthouse Medical Centre provides patients, service users, staff and third parties a clear route for individuals to raise data protection complaints. The organisation provides this by emailing enquiries.courthouse@wales.nhs.uk or a letter addressed to the Practice Manager, Melanie Purser. It is noted, that whilst we encourage individuals to utilise these methods, staff must be able to recognise data protection complaints that come in through other channels (e.g. verbally). Courthouse Medical Centre will accept data protection complaints through any route they are received, and it is acknowledged that individuals are not obliged to utilise the set route to raise their complaint. Where there is any uncertainty as to whether someone is making a data protection complaint, clarification is to be sought from the individual. 
Courthouse Medical Centre will ensure that complaints submission methods are accessible, effective and inclusive for all individuals, with appropriate additional measures in place to support children and vulnerable individuals. Courthouse Medical Centre communicate these channels to individuals by displaying information in the surgery and online.
7. Management Process

7.1 Triage the complaint
When a complaint is received, this should be escalated to Dr Julian Bhogal.  An assessment will then take place to identify whether the complaint is a standard complaint, to be handled by the organisation’s existing complaints process, or whether it is a data protection complaint and must be handled in accordance with this procedure.
Where a complaint has been identified as a data protection complaint and it has been submitted on behalf of another individual (e.g. by a family member or solicitor), the organisation will need to establish whether they have the correct authority to act on behalf of the individual involved.  To ascertain this, the organisation must request appropriate evidence without undue delay. Existing processes for verifying the authority of third parties (e.g. for information rights requests (SARs), standard complaints) are sufficient. 
Where there is uncertainty, the organisation should consider contacting the complainant directly. However, where there is no evidence that a third party is authorised to act on behalf of the individual, no further action should be taken to progress the investigation until appropriate authority has been received, with the complainant informed of this position. 
7.2 Complaints from Children
Children have the same rights over their personal information as adults. However, children merit specific protection as they may be less aware of: 
· the risks and consequences of the processing; and 
· their rights when you process their personal information.
Courthouse Medical Centre must assess the competence of the child to understand and exercise their rights. In cases where a child’s competency has recently been assessed as part of an initial information rights request, there is no requirement to repeat this. 
All complaints received from a child should be responded to in plain, clear language they can understand. This must be considered at all stages of the complaints process, in line with the organisation’s data protection by design obligations.
7.3 Obligations as joint data controllers
In instances where there is a joint controller relationship, Courthouse Medical Centre will refer to the current arrangements in place with other joint controller(s) that set out how such complaints are handled. Regardless of which controller received the complaint, both controllers are responsible for complying with the complaint obligations.
[bookmark: _Toc227830634]7.4 Receipt and Logging

Once the complaint is identified as relating to data protection, Dr Julian Bhogal will log the complaint within the organisation’s complaint tracking log clearly highlighting that is it related to data protection.
The log will contain the following information:
· Date received
· Complainant details
· Nature of complaint
· Assigned investigator
[bookmark: _Toc227830635]7.5 Acknowledgement

Once logged, an acknowledgement must be sent to the complainant within 30 days of receipt (note: the 30 days starts the day after the complaint has been received, even if this is a weekend or a bank holiday). This should be a simple acknowledgement of receipt rather than a detailed response.
The acknowledgement should include:
· Confirmation of receipt
· Summary of the complaint
· Expected next steps
· Contact details for further communication
Dr Julian Bhogal will be responsible for sending the acknowledgement response within the stated timeframe. A record of the acknowledgement is to be retained within the complaint file. 
[bookmark: _Toc227830636]7.6 Assessment and Investigation

Dr Julian Bhogal will be responsible for assessing the nature and severity of the complaint and for undertaking appropriate enquiries to support the investigation. These enquiries may include, but are not limited to:
· Reviewing relevant systems and records
· Establishing the facts and timeline
· Interviewing relevant staff
· Reviewing applicable policies and procedures
· Identifying any data protection risks or failures / Considering whether legislation has been complied with
· Liaising with external parties involved in the complaint and/or required to support the investigation 
Investigations will start promptly without unjustifiable or excessive delay from the date the complaint was received. Julian Bhogal will ensure that investigations are conducted impartially and without undue delay.
[bookmark: _Toc227830637]When conducting an investigation, Dr Julain Bhogal must ensure that the scope and level of enquiries undertaken are proportionate and can be clearly justified. All investigative steps, decisions and rationales must be appropriately documented, including relevant conversations and documents. Where certain actions are not taken because they are considered unreasonable or disproportionate, this rationale must also be recorded. 
Where appropriate and necessary, the Dr Julian Bhogal will contact the Data Protection Officer on DPOService@wales.nhs.uk for additional support, advice and guidance.

7.7 Ongoing Communication

During the investigation, the complainant must be kept updated on its progress. Where there are any potential delays in providing a response, Dr Julian Bhogal will provide the complainant with clear and timely communication and include any reasons for any delays.
[bookmark: _Toc227830638]7.8 Outcome and Response

When the investigation has concluded, Dr Julian Bhogal will be responsible for providing a formal response.
The response should include:
· The outcome of the complaint,
· A summary of the findings of the investigation,
· Any actions that have been taken as a result of those findings.
Where the organisation concludes that data protection law has been complied with, this is to be explained in detail.
The response should also include a reminder that the complainant can complain to the ICO if they are unhappy with the outcome.
In cases where the organisation is responding to a data protection complaint as part of a wider complaint, the organisation must provide a response and outcome to the data protection complaint where this can be provided sooner than an outcome to the other issues.

[bookmark: _Toc227830639]7.9 Closure and Record Keeping
Following the response being sent, the complaint tracking log must be updated to closed. Any identified actions required by the organisation as a result of conclusion of any investigation should be acted on promptly. 

Dr Julian Bhogal will be responsible for ensuring that the log is updated and any necessary documentation linked to the complaint is stored securely and in line with the organisation's retention policy. On closure, Dr Julian Bhogal will ensure a record of the following items is recorded/retained:
· the date the complaint was received, 
· the acknowledgement,
· any relevant conversations and documents,
· the outcome of the complaint, and
· any actions taken as a result of the investigation.
7.10 	Monitoring
Dr Julian Bhogal will be responsible for maintaining the complaints log and ensuring that all data protection complaints are recorded and response times and outcomes are monitored.  They will also be responsible for identifying trends or reoccurring issues to support continuous improvement.
[bookmark: _Toc227830640]8.0 Review 

This process will be reviewed every year or more frequently where the contents are affected by major internal or external changes such as: 
· Changes in legislation
· Practice change or change in system/technology; or
· Changing methodology.
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